P ADVISORY
i Organizational Resilience Topical Requirement

Successfully Implementing “Organizational
Resilience” - Topical Requirement -
Interactive Workshop

Course duration: 7 hours / 7 CPE

Introduction

The lIA’s Organizational Resilience Topical Requirement makes resilience assessment
a defined part of internal audit practice. When organizational resilience is the subject of
an assurance engagement—whether planned, requested, or identified during other
work—internal auditors must assess specified aspects of governance, risk management,
and control processes. This interactive workshop equips internal audit teams to
implement the requirement successfully in a risk-based, proportionate, and defensible
way.

Participants work through the 6 governance, 4 risk management, and 10 control
process requirements, learning what each requires, what good practice looks like, what
evidence to seek, and where organizations commonly fall short. Through case studies
and exercises, they translate the requirements into audit plan coverage, engagement
scopes, work programmes, testing procedures, and reporting. The course also addresses
conformance, including professional judgment, documenting exclusions or superseding
regulatory requirements, alignment with existing frameworks, and preparation for quality
assessments. Participants leave with a practical implementation action plan for their
internal audit function.
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Content:

1. The Topical Requirement in the IPPF: Scope, Applicability & Conformance

¢ Understand the role of Topical Requirements within GIAS and the IPPF.
e Determine when and how the requirements apply.
¢ Apply professional judgment to exclusions and alternative approaches.
e Establish and document conformance and supporting rationale.
2. Understanding Organizational Resilience & Planning Audit Coverage
e Understand the key dimensions of organizational resilience.
¢ Identify disruptions, dependencies and critical vulnerabilities.
¢ Planrisk-based audit coverage and avoid gaps or overlaps.
3. Assessing Governance of Organizational Resilience
o Assessresilience strategy, board oversight and risk alignment.
o Evaluate policies, roles, decision rights and escalation.
¢ Assess competencies, accountability and stakeholder arrangements.
4. Assessing Resilience Risk Management
¢ Assess identification, assessment and ownership of resilience risks.
o Evaluate monitoring, thresholds, reporting and escalation.
e Assessresponse, recovery and scenario testing.
5. Control Processes |: Third Parties, Data & Technology
e Assess critical third parties and supplier dependencies.
o Evaluate critical data protection, backup and recovery.
e Assess IT assets, cybersecurity and threat monitoring.
6. Control Processes ll: Continuity, People, Resources & Learning
¢ Assess business continuity and disaster recovery arrangements.
e Evaluate people, competencies and resources.
e Assess monitoring, training and lessons learned.

7. From Requirement to Engagement: Work Programs, Reporting & Quality
Assessment

« Translate requirements into objectives, scope and audit procedures.
o Establish conformance evidence and audit documentation.

e Reportfindings and recommendations and prepare for quality assessment.
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Learning Objectives

By the end of this workshop, participants will be able to:

¢ Understand the scope, applicability and conformance requirements of the
Organizational Resilience Topical Requirement.

e Assess resilience governance, risk management and control processes.

+ Translate requirements into risk-based audit scope, work programs, testing and
conformance documentation.

e Report results effectively and develop an implementation roadmap for Internal
Audit.

.Who Should Attend

Chief Audit Executives (CAEs) and Deputy CAEs responsible for audit planning
and Standards conformance.

¢ Internal Audit Managers and Senior Auditors conducting resilience, continuity,
IT, third-party or operational risk audits.

¢ QAIP leads and quality assessment reviewers assessing conformance and audit
quality.

¢ Risk, resilience, continuity, compliance and GRC professionals working with
Internal Audit.

¢ Audit Committee members, advisors and consultants supporting resilience
assurance and Topical Requirement implementation.
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Trainer:

Isabella Arndorfer (CIA, CCSA, CFSA, mediator) is an
experienced Internal Audit and Governance specialist
with more than 20 years of experience in the financial
sector. She was working as Internal Audit Manager in
the Internal Audit Department of the Bank for
International Settlements (CH) and at the International
Monetary Fund (US) from 2003 to 2023. She has led
and conducted audits in the Banking Department,
General Secretariat and Monetary and Economic
Department, specialising in internal controls and corporate governance
issues of financial institutions.

She has been a lecturer on internal audit and governance issues at central
bank seminars in Asia and Europe as well as at the University of St Gallen
(Switzerland). She holds a degree in Business Administration of the
University of Economics in Vienna (Austria) and a Masters Degree of
International Management from ESADE, Barcelona, Spain. She is a Certified
Internal Auditor (CIA), a Certified Financial Services Auditor (CFSA) and
holds a CCSA (Certificate of Control Self Assessment) from the Institute of
Internal Audit (IlA), Florida, USA. In 2023, she founded the training platform
www.cpetrainer.com and has been providing freelance consultancy services
in audit, risk management, compliance, and governance.
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