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Interactive Workshop:

Shadow Processes & Workarounds: The Hidden
Organization

Course duration: 1 day / 7 CPE
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Course description:

Every organization has a “hidden layer” of operations—informal processes,
spreadsheets, side agreements, and workarounds that exist outside official systems.

These shadow processes often emerge for efficiency—but can introduce
significant risk, control breakdowns, and fraud exposure.

This course equips participants to identify, assess, and audit the unofficial
organization that operates beneath formal structures.
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Content:
Module 1: Understanding the Hidden Organization

o Define shadow processes, workarounds, and shadow IT; distinguish formal vs
informal processes

o Explain why shadow processes exist in all organizations
« Highlight how “real work” often happens outside official systems

Module 2: Why Employees Bypass Controls

« Drivers: efficiency pressure, poor system design, misaligned incentives,
culture

o Behavioral insight: people prioritize ease and speed over compliance
« Normalization of shortcuts over time

Module 3: Detecting Shadow Processes

o Red flags: spreadsheets, manual adjustments, off-system tools, email
decisions

o Techniques: walkthroughs, data flow analysis, interviews, system vs reality
comparison

e Focus on gaps between documented and actual processes

Module 4: Risks of Unofficial Systems

o Key risks: fraud, data integrity issues, compliance breaches, operational
dependency

« Consequences: misreporting, weak controls, poor decision-making

Module 5: Auditing Shadow Processes
« Identify high-risk areas and test reality vs design
« Trace data outside systems and challenge inconsistencies
e Document informal practices and control gaps

Module 6: Managing & Fixing Shadow Processes
e Avoid banning workarounds or blaming employees
o Simplify processes and improve system usability
« Embed practical controls and allow controlled flexibility
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K4 Learning objectives

By the end of the course, participants will be able to:
e Understand why employees bypass formal controls
« Identify shadow processes and informal systems
o Assess risks arising from workarounds
o Apply practical audit techniques to uncover hidden activities
« Recommend realistic, business-friendly solutions

@© Target Audience
e Internal Auditors
e Risk & Compliance Professionals
e Operational Risk Managers
e Process Owners
e IT Auditors

€ Trainer:

Isabella Arndorfer (CIA, CCSA, CFSA, Mediator) is an
experienced internal audit and governance specialist with
over 20 years of experience in the financial sector. From
2003 to 2023, she served as Internal Audit Manager in the
Internal Audit Department of the Bank for International
Settlements (CH) and the International Monetary Fund
(US). She led and conducted audits in the Banking
Department, the General Secretariat, and the Monetary
and Economic Department, focusing on internal controls
and corporate governance issues at financial institutions.

She lectures on internal audits and governance topics at central bank seminars in
Asia and Europe, as well as at the University of St. Gallen (Switzerland). She holds a
degree in business administration from the University of Economics and Culture in
Vienna (Austria) and a master's degree in international management from ESADE,
Barcelona, Spain. She is a Certified Internal Auditor (CIA), a Certified Financial
Services Auditor (CFSA), and holds a CCSA (Certificate of Control Self-Assessment)
from the Institute of Internal Auditors (l1A), Florida, USA.

In 2023, she founded the training platform www.cpetrainer.com and has since been
offering freelance consulting services in the areas of audit, risk management,
compliance and governance through her company www.ia-advisory.com .
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