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Navigating Crypto Asset Regulation: Basel IV
and Key Global Regulatory Developments

Duration: 1 Day/CPE Credits: 7 CPE

| ETHUSD

Course Outline:

This course provides participants with a practical understanding of the
evolving regulatory landscape for crypto assets and theirimpact on
financial institutions. Participants will examine international standards
issued by the Basel Committee and compare major regulatory
approaches across jurisdictions, including the European Union, United
Kingdom, United States, and Singapore. The programme also addresses
key implementation challenges for banks, risk managers, compliance
functions, and internal auditors.
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Cause Programme:

Course Content
Module 1: Introduction to Crypto Assets and Market Developments
e Evolution of digital assets and cryptocurrencies
e Types of crypto assets:
o Cryptocurrencies
o Stablecoins
o Asset-backed tokens
o Utility tokens
o Security tokens
o Central Bank Digital Currencies (CBDCs)
o Key participants and market infrastructure
¢ Major market developments and lessons learned from past failures
Module 2: Risks Associated with Crypto Assets
e Creditrisk
e Market risk
e Liquidity risk
e Operational risk
e Technology and cybersecurity risk
e Money laundering and financial crime risk
e Legaland compliance risks
e Reputationrisk
Module 3: Basel Committee Framework for Crypto Assets
o Overview of Basel Committee objectives
e Classification of crypto assets
e Group 1 and Group 2 crypto assets
e Capital treatment requirements
e Infrastructure risk considerations
e Exposure limits and prudential requirements
¢ Implementation considerations for banks
e Whatis new and expected future developments
Module 4: European Union - MiCA Framework
e Scope and objectives of MiCA
e Authorization requirements
e Stablecoinrequirements
e Crypto Asset Service Providers (CASPs)
e Consumer protection provisions
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e Governance expectations
¢ Implementation timelines and challenges

Module 5: Regulatory Approaches Across Key Jurisdictions
United Kingdom

e FCA approach

e Stablecoin regulation

¢ Financial promotion rules

United States

e Role of SEC, CFTC, Federal Reserve, and other agencies
¢ Regulatory uncertainty and ongoing developments
e Banking considerations

Singapore

e Monetary Authority of Singapore (MAS) framework
¢ Licensing requirements

¢ Risk and consumer protection measures

Module 6: Governance, Risk Management and Internal Controls

e Governance expectations

¢ Risk appetite considerations

e Policies and procedures

e Internal controls

e Third-party and vendor risks

e Monitoring and reporting requirements
Module 7: Internal Audit and Compliance Perspectives
¢« Role of compliance functions

e Internal audit considerations

e Sample audit areas

¢ Regulatory expectations

e Common weaknesses and control gaps
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Learning Objectives:

By the end of this course, participants will be able to:

¢ Understand the different categories of crypto assets and related risks

¢ Explain the Basel Committee framework for the prudential treatment of crypto
assets

« Identify key differences between Basel standards and regional regulations

e Understand major provisions under MiCA and regulatory approaches in the UK,
US, and Singapore

¢ Assess implications for risk management, governance, compliance, and internal
audit

¢ Recognize implementation challenges and emerging regulatory trends

Who Should Attend
e Internal Auditors
¢ Compliance Officers
¢ Risk Managers
¢ Financial Crime Specialists
e« Banking Professionals
e Fintech Professionals
e Legal & Regulatory Teams
e Crypto-Asset Service Providers (CASPs)
e Board Members & Senior Management
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Trainer:

Isabella Arndorfer (CIA, CCSA, CFSA, Mediator) is an
experienced internal audit and governance specialist
with over 20 years of experience in the financial
sector. From 2003 to 2023, she served as Internal
Audit Manager in the Internal Audit Department of the
Bank for International Settlements (CH) and the
International Monetary Fund (US). She led and
conducted audits in the Banking Department, the
General Secretariat, and the Monetary and Economic
Department, focusing on internal controls and
corporate governance issues at financial institutions.

She lectures on internal audits and governance topics at central bank
seminars in Asia and Europe, as well as at the University of St. Gallen
(Switzerland). She holds a degree in business administration from the
University of Economics and Culture in Vienna (Austria) and a master's
degree in international management from ESADE, Barcelona, Spain. She is
a Certified Internal Auditor (CIA), a Certified Financial Services Auditor
(CFSA), and holds a CCSA (Certificate of Control Self-Assessment) from
the Institute of Internal Auditors (lIA), Florida, USA.

In 2023, she founded the training platform www.cpetrainer.com and has
since been offering freelance consulting services in the areas of audit, risk
management, compliance and governance through her company www.ia-
advisory.com.
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